
MCM: Directory pre-read 

 

Distributed Systems Guide – Active Directory 
http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/distrib/dsba_pt2_vesa.m

spx?mfr=true 

(You should be familiar with the concepts and content. If not you should review the relevant 

sections. This is a lot of content. I’d skim quickly unless you find something you really aren’t 

familiar with.) 

Core Directory Service Concepts 
Core Concepts of Active Directory Domain Services 
http://msdn.microsoft.com/en-us/library/aa772157(VS.85).aspx  
 
DLT objects - Distributed Link Tracking 
http://support.microsoft.com/kb/312403/ 
Distributed Link Tracking on Windows-based domain controllers 
 

Name Resolution 
 
How DNS Support for Active Directory Works 
http://technet.microsoft.com/en-us/library/cc759550.aspx 
 
How DNS Works – (a bit lengthy) 
http://technet.microsoft.com/en-us/library/cc772774.aspx 
 
 
How to reconfigure an _msdcs subdomain to a forest-wide DNS application directory partition when you 
upgrade from Windows 2000 to Windows Server 2003 
http://support.microsoft.com/kb/817470  
 
 
Event ID 4515 is logged in the DNS Server log in Windows Server 2003 
http://support.microsoft.com/kb/867464 
 
 
NETDIAG 
 
NSLOOKUP 
 
DNSCMD - everything 
 
DNSLINT  - 321045 
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Netmask ordering – 842197 
 
GNZ - http://www.microsoft.com/downloads/details.aspx?FamilyID=1C6B31CD-3DD9-4C3F-8ACD-
3201A57194F1&displaylang=en  
 

Client Interactions 
 
DC Locator stuff is 
http://www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/distrib/dsbc_nar_lzii.mspx?
mfr=true 
 
http://technet.microsoft.com/en-us/library/bb742582.aspx 
Specifically: IP/DNS DC Locator Algorithm  

(This is also a great general DNS review) 
 
DsgetDCname – particularly the piece about the new stickiness feature. 
 http://msdn.microsoft.com/en-us/library/ms675983.aspx 
 
Domain Locator Across a Forest Trust 
http://blogs.technet.com/askds/archive/2008/09/24/domain-locator-across-a-forest-trust.aspx 

 

Read Only Domain Controller 
 
Description of the Windows Server 2008 read-only domain controller compatibility pack for Windows 
http://support.microsoft.com/default.aspx/kb/944043  

Adding Attributes to the RODC Filtered Attribute Set  
http://technet2.microsoft.com/windowsserver2008/en/library/82df0b5d-d8d9-48f5-89b2-
57cf52e6702f1033.mspx  

Using the confidentiality bit in 2003 SP1 
http://support.microsoft.com/kb/922836 
 
RODC DNS Client Update Mechanism 
http://technet2.microsoft.com/windowsserver2008/en/library/e41e0d2f-9527-4eaf-b933-
84f7d3b2c94a1033.mspx?mfr=true 
 
Apparently the RODC requests the update using a special operation called replicateSIngleObject: 
 http://msdn.microsoft.com/en-us/library/cc200527.aspx  
 
Could be useful to understand BitLocker implementation for RoDC.  
http://www.microsoft.com/downloads/details.aspx?FamilyID=2c3c0615-baf4-4a9c-b613-
3fda14e84545&DisplayLang=en 
http://www.microsoft.com/downloads/details.aspx?FamilyID=41ba0cf0-57d6-4c38-9743-
b7f4ddbe25cd&DisplayLang=en 
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RODCs and Account lockout 
http://blogs.technet.com/askds/archive/2008/02/15/read-only-domain-controllers-
and-account-lockouts.aspx 
 

2008 AD Features 
 
Changes in Functionality from Windows Server 2003 with SP1 to Windows Server 2008 
http://technet.microsoft.com/en-us/library/cc753208.aspx  
 
AD DS Fine-Grained Password and Account Lockout Policy Step-by-Step Guide 
http://technet.microsoft.com/en-us/library/cc770842.aspx 
 
AD DS Auditing Step-by-Step Guide 
http://technet.microsoft.com/en-us/library/cc731607.aspx 
 
Read-only Domain Controllers Step-by-Step Guide 
http://technet.microsoft.com/en-us/library/cc772234.aspx) 
 

Authentication 
Kerberos 
http://technet.microsoft.com/en-us/library/bb742431.aspx 
 
Kerberos Protocol Transition and Constrained Delegation 
http://technet.microsoft.com/en-us/library/cc739587.aspx 
 
Interactive Logon process 
http://technet.microsoft.com/en-us/library/cc780332.aspx 
 
How the Kerberos Version 5 Authentication Protocol Works 
http://technet.microsoft.com/en-us/library/cc772815.aspx 
 
NTLM 
http://download.microsoft.com/download/9/5/E/95EF66AF-9026-4BB0-A41D-A4F81802D92C/%5BMS-
NLMP%5D.pdf 
 

AD Replication 
 
The Role of the Inter-Site Topology Generator in Active Directory Replication 
http://support.microsoft.com/kb/224815 
 
 
How to view and set LDAP policy in Active Directory by using Ntdsutil.exe 
http://support.microsoft.com/?id=315071 
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How to configure the Windows Time service against a large time offset 
http://support.microsoft.com/default.aspx/kb/884776 
 
How Active Directory Replication Topology Works 
http://technet.microsoft.com/en-us/library/cc755994.aspx 
 
How the Active Directory Replication Model Works 
http://technet.microsoft.com/en-us/library/cc772726.aspx  

 
 

AD Sites & Services 
(most of these topics are covered in the DSG above)  
     Architecture 
     BASL 
     BH Failover/1311 
     Firewall 
     Optimization-CN on link 
     Tools Review 
     Site link bridging 
     UGC 
     BODG – Options 
     RODC – Deployment 
    (Physical Security/Compromise) 
     KCC/ISTG 
 
Active Directory Load Balancing  Tool (ADLB) 
http://www.microsoft.com/DOWNLOADS/details.aspx?FamilyID=9353a4f6-a8a8-40bb-9fa7-
3a95c9540112&displaylang=en 
 
Microsoft Active Directory Topology Diagrammer 
http://www.microsoft.com/downloads/details.aspx?FamilyID=CB42FC06-50C7-47ED-A65C-
862661742764&displaylang=en 
 
 
TechNet - How Active Directory Topology Works (Windows 2003 and 2000) 
http://technet2.microsoft.com/WindowsServer/en/library/c238f32b-4400-4a0c-b4fb-
7b0febecfc731033.mspx?mfr=true 
 

AD Deployment 
 
How to use the Install from Media feature to promote Windows Server 2003-based domain controllers 
http://support.microsoft.com/kb/311078  
 
Infrastructure Planning and Design (Windows Server 2008 Active Directory Domain Services) 
http://microsoft.com/ipd  
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 Domain Migration 
ADMT v3.1 Guide: Migrating and Restructuring Active Directory Domains - 
http://technet.microsoft.com/en-us/library/cc974332.aspx 
 
 

File Replication Service 
How FRS works 
http://technet.microsoft.com/en-us/library/7636aede-a944-4765-8973-40dc1e1f2d56 
 
FRS Tools and Registry Settings 
http://technet.microsoft.com/en-us/library/cc786122.aspx  

 
 

DFS Replication 
Designing Distributed File Systems 
http://technet2.microsoft.com/WindowsServer/en/Library/1aa249c0-40f3-4974-b67f-
e650b602415e1033.mspx  
 
DFSR FAQ 
http://technet2.microsoft.com/WindowsServer/en/library/f9b98a0f-c1ae-4a9f-9724-
80c679596e6b1033.mspx?mfr=true 
 
SYSVOL Migration Series (5 parts) 
http://blogs.technet.com/filecab/archive/2008/02/08/sysvol-migration-series-part-1-introduction-to-the-
sysvol-migration-process.aspx 
 
What’s new in 2008 DFSR 
http://blogs.technet.com/filecab/archive/2007/12/26/what-s-new-in-windows-server-2008.aspx 

 

DFS Namespaces 
 
How DFS Works 
http://technet.microsoft.com/en-us/library/cc782417.aspx 
 
Tuning DFS Namespaces 
http://technet.microsoft.com/en-us/library/cc771083.aspx  
 

 

Group Policy 
How Core Group Policy Works 
http://technet.microsoft.com/en-us/library/eb0042e3-699b-4c49-abcc-e3526dbecc0e 
 
GP Components 
http://technet.microsoft.com/en-us/library/cc776182.aspx 
 
Group Policy Preferences Overview - 
http://www.microsoft.com/downloads/details.aspx?FamilyID=42e30e3f-6f01-4610-9d6e-
f6e0fb7a0790&DisplayLang=en 
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(Vista) - Troubleshooting Group Policy Using Event Logs 
http://technet.microsoft.com/en-us/library/cc749336.aspx 
 
Interpreting Userenv log files 
http://technet.microsoft.com/en-us/library/cc786775.aspx 

 
 

AD Backup / DR 
Planning for Active Directory Forest Recovery 
http://technet2.microsoft.com/WindowsServer/en/library/c5db2957-b932-4f55-b7fd-
9f1e2442fde61033.mspx and  
http://www.microsoft.com/downloads/details.aspx?familyid=afe436fa-8e8a-443a-9027-
c522dee35d85&displaylang=en 
 
Recovering Missing FRS Objects and FRS Attributes in Active Directory 
http://support.microsoft.com/kb/312862 
 
How to Remove Data in Active Directory After an Unsuccessful Domain Controller Demotion 
http://support.microsoft.com/kb/216498 
 
How to Perform an Authoritative Restore to a Domain Controller in Windows 2000 
http://support.microsoft.com/kb/241594 
 
Performing an Authoritative Restore of Active Directory Objects 
http://technet2.microsoft.com/WindowsServer/en/Library/690730c7-83ce-4475-b9b4-
46f76c9c7c901033.mspx?mfr=true 
 
How to Force a Non-Authoritative Restore of the Data in the SYSVOL Folder on a Domain Controller in 
Windows 2000 Server and in Windows Server 2003 
http://support.microsoft.com/kb/840674 
 
Performing a Non-Authoritative Restore of a Domain Controller 
http://technet2.microsoft.com/windowsserver/en/library/f3bfb611-dcbe-4365-8f1d-
3321916aeb631033.mspx?mfr=true 
 
Using Ntdsutil.exe to transfer or seize FSMO roles to a domain controller 
http://support.microsoft.com/kb/255504/en-us 
 
How to perform a disaster recovery restoration of Active Directory on a computer with a different 
hardware configuration 
http://support.microsoft.com/kb/263532/en-us 
 
How to restore deleted user accounts and their group memberships in Active Directory 
http://support.microsoft.com/kb/840001/en-us 
 
Active Directory Database Mounting Tool Step-by-Step Guide 
http://technet.microsoft.com/en-us/library/cc753609.aspx 
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AD DS Backup and Recovery Step-by-Step Guide 
http://technet.microsoft.com/en-us/library/cc771290.aspx 
 
 

AD CS 
PKI Best Practices – www.microsoft.com/pki 
Revocation Checking - http://technet.microsoft.com/en-us/library/bb457027.aspx 
 

AD LDS 
 
Introduction to Windows Server 2003 Active Directory Application Mode 
http://www.microsoft.com/windowsserver2003/techinfo/overview/adam.mspx  

Understanding ADAM replication and configuration sets  

http://technet2.microsoft.com/WindowsServer/en/library/db9893df-3209-4b66-8a68-
a17d9bbbd56d1033.mspx  

 

AD Federated Services 
 
Overview of Active Directory Federation Services (ADFS) in Windows Server 2003 R2 
http://www.microsoft.com/windowsserver2003/r2/identity_management/adfswhitepaper.mspx  
 
ADFS Deployment Guide 
http://technet.microsoft.com/en-us/library/cc758030.aspx  
 

AD RMS 
 
AD RMS Step-by-Step Guide 
http://technet.microsoft.com/en-us/library/cc753531.aspx 
 

http://technet.microsoft.com/en-us/library/cc771290.aspx
http://www.microsoft.com/pki
http://technet.microsoft.com/en-us/library/bb457027.aspx
http://www.microsoft.com/windowsserver2003/techinfo/overview/adam.mspx
http://technet2.microsoft.com/WindowsServer/en/library/db9893df-3209-4b66-8a68-a17d9bbbd56d1033.mspx
http://technet2.microsoft.com/WindowsServer/en/library/db9893df-3209-4b66-8a68-a17d9bbbd56d1033.mspx
http://www.microsoft.com/windowsserver2003/r2/identity_management/adfswhitepaper.mspx
http://technet.microsoft.com/en-us/library/cc758030.aspx
http://technet.microsoft.com/en-us/library/cc753531.aspx

